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NEWCO ICT SECURITY SERVICES SNAPSHOT

IT security focus only
20 years of technical experience

Enterprise sized customers

Strategic partnership with Kaspersky
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SOME VENDORS JUST PLAY
IN THE SECURITY SPACE — WE DEFINE IT

> Kaspersky isarobust security leader with almost
20 year sof experiencein the security space

> Wehaveaglobal threat intelligence made
up of 300 mIn protected user sworldwide

> Kaspersky'smain asset is security intelligence
and aunique set of protection technologies

> We'renot just technology focused —
we're secur ity focused too
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KASPERSKY LAB PROVIDES BEST IN THE INDUSTRY PROTECTION*

100%

80%

60%

40%

20%

0%

Score of TOP3 places

In 2013 Kaspersky Lab productsparticipaed in 79
independent testsand reviews. Our productswere awarded
41 firstsand received 61 top-threefinishes.
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*Notes:

+ Accordingo'summary fesutbfindependenttestin2013or"
corporate,tonsumerand'mobile’prodicts
+ Summary'includestests’condudted'by the'following”
independenttestlabs'and'magazines
+ Testlabs AniQMalware.ru;AVGlomparatves, AVCTest
Dennis'Technology'Lebs MR G Efftas NSSLabs 0"
Security'Labs,"Tolly Group,VBL0O
+ Magazines:TJHIP'Online, TlomputerBild Micro'Hebdo,"
PO'Magazine POWorld, PO'Welt
+ The'size'ofthe'bubble’ls'humber'ofistplaces

N of independent tests/ reviews
80
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MATURE TECHNOLOGY WITH MILLIONS
OF THANKFUL USERS WORLDWIDE

> Fraud Prevention technology was introduced by Kaspersky Lab in 2011

under the name of Safe Money
> Safe Money used by 30+ min endpoint users of Kaspersky Lab products

% BARCLAYS () AL-ARAFAH SLAMI BANK LIMITED

Leading bank in
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BEST ONLINE BANKING PROTECTION. NOW.
AV-TEST INNOVATION AWARD 2013
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The security products produced by the company
Kaspersky Lab have been standing out due

to rapid and continuous improvements in their level of
protection for many years.

Kaspersky Lab was therefore recently presented with
the AV-TEST INNOVATION AWARD 2013 inthe
category of Secure Online Transactions in recognition
of itspioneering rolein the pursuit of and battle against
online criminals.
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ATTACKING THE BANK VS. ATTACKING THE USER
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MODERN PROTECTION MECHANISMS USED BY BANKS

Online bankingsite: Authorization:
login, password CW2

One time passwords: Transaction approval: Additional verification:

SMS, Token, printed receipts, ChipTAN, Vasco Card Reader
VISA3D Secure cell phone DIGIPASS

KASPER{KY®



SECURITY TIPS ON HUNGARIAN NETBANK SITES

TOP-ADVICESHit"can be'read on 7"Hungarian banks™site)

Be"aware of'phishing campaigns
Use strona nassword

Upd;
Secl

C [heck your balance continuously'{!)
C [Oheck the certificate of'the site.
C Install firewall for home use.

O o000

Log'
Do not use netbank'from a"public place
Update'your OS"and'browser

Remove the temporary internet'files of'your browser

O o000
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DO YOU THINK THIS IS ENOUGH?

Financial phishing attacks, including phishing against banks, payment systems and e-shops accounted
for 28.73% of all phishing attacks detected in 2014 by the Heuristic antl-phishing component of
Kaspersky Lab products. Each attack was an attempt to downlboad a phishing page into the browser

of the user. The source carrying the link could be an emall message, or a message from an instant
message services or a social network etc.
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® Social networks
42.50%
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Payment systems
7.30% ® Telecommunication companies
= Othears
= Onfine games
® [T vendors
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Media

B Governmant and Tax o nizations
10 16.27% . hATERIEEAS
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DO YOU THINK THIS IS ENOUGH?
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m Other maleare

m Fingncial mateats

steal+any+bank+informationfrom-<€omputers

cannot+bewisually+tracedtand+is+hus-hard+o+tetect
rootkittechnologies+as+selfHlefense

penetratetcomputers+by-isiting+infected Hnternetpages

Ba“klng mal“'al‘e 8m-+attacked +were+detected+globally

166% 124%  512%

o m 7hat
282% ol
. ® Cridex
5.44% S5
5.29% 47 94% ChePro
® SpyEyes
® Lohmys
e * Shiotob
® Carberp
" Banker
o Other

Fl,g 11, Top 10 of the most often wsed banking matware families

As can be seen on the pie chart above, only 10 families of malware are responsible for more than 94%
of all banking malware attacks. It comes as no surprise that the top position again goes to the infamous
Zbot - the most widespread and one of the most dangerous banking malware families.
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PHISHING EXAMPLES

[l itpnadat-soho-1-218-p187 vix cHDPIMXMWE B0 kO Y dCb4vHDPIMXHD P B0k O Y ChavHD PMXHD P [

Anpoivamae

‘e el
T
T T
TEEp— e -
‘e m . X
e ] .
L
Mol pérrcigerk Atifeled Megitekoridsok AN Myl
eSS i e v e AN [ gruregpe i
BTk b b i el NN it
= frtybainsitall = MK Pravate Banking
tmhaol [re=mwy—
Frsm b tora D
[Ce) it o e
i o i — 5 — R
M Fiarisaineg
L

KASPER{KY®



PHISHING EXAMPLES

13

& otpbank

Brigae e
L

B by

Privarie Bomking
YT —

KASPERSKY#



PHISHING EXAMPLES

Biztonsagl imézkedések Spam |
fetado  MKB Bank «Info@mkb. hu= részigtek eireftése maj). 14. (7 napja) |4 Vilasz| v
cimzan
datum 2009 majus 14, 11:32

targy  Bigtonsagi intszkedesak

A képek nem Keriilnek megjelenitésre,
Az alabbi képak megjalenitése

Hedves MKB ugyfel , Birtonsagi okokbol is felfluggesrietiek a fiokjat, egy birftonsagi intezkedes, amehmek celja, hogy megvedjulk Om
&8 sTamia.
Meg kell ujra az adatokat a folyo fizetesi merleg visszaallitja a mukodeset a fiokjat, es megerositi, hogy meg nem volt az aldozatok

sramitogepes lopas.

Meg kell ujra adja meg az adatokat a kovetkezo oldalen, hogy az ellenorzesi folyamat soran:
@ hitps:iwww2.mkbnetbankar. hulogin jsp lang=HU&stari=true

Kosronjuk srives eguutimukodeset,

@ MKE Bank Zrt. Impresszum | Adatvedelmi iramyehvek | Jogi malatkozat
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ANDROID MALWARES

Malicious APK
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First malware in'2004

10,000,000+

Total numbers of'Android

malwares (Kaspersky'Lab)

120,000

Nem Android malware per"
n i I I I months

o ﬁ, & _:~ & \._;- A ﬁt ,:f:- K w. ,3\ - B"b P @ ‘(; & \.53
wY a¥ e n n
p,p.pp,p,.p,p,m,ppwa,.a,lc}pqnqa,pna,ppqnj

Source: Kaspersky Lab Security Network
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ANDROID BANKING MALWARES

v 684

00 Android malwares affected banks

600

2,500

400 New'alerts per"'month

300

a x100

100 I Increasing numbers per“year
_ _mmul
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500

Source: Kaspersky Lab Security Network
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Kaspersky Security Network —
Gobal Security Intelligence

User protection Management

|

Kaspersky Fraud Prevention
for endpoints

®®

csecse

0l

Kaspersky
: Fraud Prevention
Kaspersky Fraud dientless Engine

Prevention Console

Kaspersky Fraud Prevention SDK
Mobile SDK

Qj
] 0
O

Services

& [ X

Kaspersky Fraud Prevention Kaspersky Fraud prevention Kaspersky Fraud Prevention Kaspersky Fraud Prevention
Professional Services Intelligence Services Education Services Management Services
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1. USER PROTECTION -ALL PLATFORMS COVERED

.......
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KFP ON COMPUTERS

External browsor Contmgl ————————
MITM attacks ——=

Code injection ——=
Fraud

Prevention
=— Attachks on

for the product isell
Endpoints termrenater, Sammafe
Py

Screensholting —

05 Vulnerabilities ——=

Phishing =

Keyloggers ———=

19

Secure connection
SSL"certificate"check

Phishing+detection
Secure browser+«antiH

keylogging,tanti
screenshot)

Vulnerability scan
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USABILITY C Automatic operation

' - C Boot"of'the machine
C Installer of'the agent on netbank'sites

C Iconon desktop G'NETBANK

C Silent installer C Browser'plugin detects protected netbank'site

C  Browser"plug@n C Third@arty AVs'supported

C Rebranding,"custom language

KASPER{KY®



- Switching to Protected Browser,.
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WHY USE KFPFOR ENDPOINTS IFAN ANTIVIRUS
SOLUTION ISALREADY INSTALLED?

> Not all usersinstall or update security software

> Traditional AV isvulnerable to zero-day and targeted
attacks
> Kaspersky Fraud Prevention for Endpointsis

compatible with most popular anti-malware solutions
of other vendors

KASPERSKY#
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PROTECTION ON MOBILES- SOFTWARE DEVELOPMENT KIT

SDK$which can be$ised in&leveloping own netbanking®pp

Frmware
\frification

Device
Root / Jailbreak . Configuration
Detection / Wi-Fi Safety
Analysis
Device

—Fingerprint__

Sugpi

Rrotectiop

Secure

nnection URL Reputation
Certificate
Validation

cious

Self-
Defense

Anti Mrus

QODS!
Anti Mrus
\._w_

Secure Storage

Secure SMS
Banking
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2. SERVERSIDE — CLIENTLESS ENGINE

Onling banking customer O - g g g
with Kaspersky Fraud -
Prevention for Endpeoints AlA &.4 CLIENTLESS ENGINE

Multi-layered security approach
with Management Console.
| 0lls || © |

*Malware Detection Service
l . Rule Engine
Behavior Analysis

e —

DATA SOURCES

Kaspersky Fraud Prevention for Endpoints
Haspersky Security Network

Online banking customers

Fraud Analyst from Bank

« & & @

KASPERSKY#
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ARCHITECTURE
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WHERE THE DATA COMES FROM

Collects data on three different levels:

> HTIP Server: http request and headers (for standard device
fingerprinting)
> KasperskyJS Module:

» Transaction attributes (accounts, amount, datetime, comments/reasons, ..)
» Browser info (plugins & versions) —advanced device fingerprinting

e Structure of the user-facing Web page

e User Behavior Pattern —link chain, mouse & keyboard events

> Kaspersky Faud Prevention for Endpoints

e Protection status
* Presenceof PUAapps (remote management software)
» Usage of physical mouse & keyboard (advanced user-behavior pattern)

26 KAJPERYKY#



[EL T

Bl Froud Prevention I
?F‘:::}gl’ﬂﬂﬁﬁﬁﬂ Incients Anminssirasion
pdifi=d by Syaledt
Cremed OcuB205 120542
B Thinals Total1
RIS ST e Meh et
degociaiod uers Tolal1: Teson
I adaresses Total 1. 21251104
Diences Toank1: deSOsCET ansad 1etse 15101 ansmad
I s wrracna Total &
o IEERBEATI LM DR CEIE EEANDACT

£ Seazinn aventa

I ity

EOF 1CIEDC 154BADCAYIFDRSERTICEEFEEE])

EFDIREMOBENSEIaSEF tRENEBITTISMED

Total 23

Todaiy

a— -
HMelia. AFitestT
Engian =

Threat No. 121

Type

Infarmatinn abad! Hremt
Time
Browser Time
Time Zone
Devee
Dperatmg sysems
Browser
Kaspersky Fraud Prevntion
oy EndpaintE
Projeciian
IP Agdress
Hegions
L
Mabciows coe e

Web injest

OeVBR0TS 1202042

OERTS 110341

BT «03.03
ACTIAGETOaded TACI50 3as 15 1ebdiia

Disatied

MIsN0Y

2]

NS Hak Easperiy-Labh conBanEAWREI KNGS counts

REP Trojan-Sankin Winka KL-vbne-Barikng-Tiest-
MO9S FR3ETs

=3 o

KASPERSKY#



3. RELATED SERVICES

URLs of MLW / Phish / Botnet
Hashes of MLW files PC / Mob

RAW DATA FEEDS

INTELLIGENCE REPORTS

Financial Threats
Regional specific Threats
APT researches

28

Botnet Threat Tracking

BRAND REPUTATION

EXPERT SERVICES
Cybersecurity Awareness Training
Cybersecurity Forensics & MA Trainings
MLW Analysis

MSA

KASPERSKY#



SEPARATE OR COMBINED COMPONENTS

0=

Phase #1
Credentials Stealing
(aptional)

Haspersky

Without Malware With Malware Fraud

Prevention
for Endpoints

Keviogging /
Screenshoting /
Modifying DNS

Social Engineering Web pape modification

+ Phishing Site (Wb injecta)

N1 Attacker's PC User's infected PC oty
ientless
9 I/ Remotoly Social Eng, ¢ Engine
Using stolen cregontials Manually |vis (Sending POST Wob Injncts
Ph #2 ingl, OTPs) RDP session) (Spyeye
i e Chiptan casa)
Making Fraud Transacti

KASPERSKY#
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MAJOR BENEFITS FOR BANKS

WO

WOW

Minimizesthe number of security incidents dueto targeted attacks
against online banking users

Minimizesreputation risks

Increases customer loyalty and awarenessof threats
Provides competitive advantage

Motivates customersto use remote banking on different platforms:
Windows, Mac OS X, Android, iOS

Improves compliancewith legal regulations
Additional communication with clients

KASPERSKY#
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, Fraud+prevention+could+become-+aicompetitiveadvantagetor+

institutions-+moving“forward,"as'l nfosys’"survey"found"that"83%‘bf"the"

respondents”said"they'would"switch"banks'if'they"were"offered'assurances"
regarding“the"safety"of'their"money“and"data. "Fighting"fraud'isn't"enough

anymore'for‘banksthe"customer'needs"to'know"what'the"bank"is"doing'to"

KASPERSKY#
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WHY KFPIS BETTER THAN COMPETITION

> IT security industry leader ship — Eugene, CERTS, I nter pol,
GReAT

> Unparalleled insight into local and global threats

> Broadexpertiseinall typesof I T security threats— not just
threatsto financial transactions

> Effectiveprotection —acrossall typesof users

» Protection that can be tailored to individual needs

KASPERSKY#



LET'S TALK?

Ferenc Vaspori
fvaspori@newco.hu

newco.
ICT S0 o
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