


NEWCO ICT SECURITY SERVICESSNAPSHOT
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IT security focusonly

20 yearsof technical experience

Enterprise sizedcustomers

Strategic partnershipwith Kaspersky



SOME VENDORS JUST PLAY
IN THE SECURITY SPACE — WE DEFINE IT
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Kaspersky is a robust security leader with almost
20 years of exper iencein the security space

We have a global threat intelligence made
up of 300 mln protected users worldwide

Kaspersky's main asset is security intelligence
and a unique set of protection technologies

We’ re not just technology focused —
we’resecur ity focused too



KASPERSKY LAB PROVIDES BEST IN THE INDUSTRY PROTECTION*
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Bitdefender

Sophos

G-Data

ymante

F-Secure 

McAfee

Trend Micro

Avira

Avast 
BullGuard

AVG

Eset

AhnLab

Microsoft

Panda

In 2013 Kaspersky Lab products participated in 79 
independent tests and reviews. Our products were awarded 
41 f irsts and received 61 top-three f inishes.

*"Notes:
• According"to"summary"result"of"independent"test"in"2013"for"

corporate,"consumer"and"mobile"products
• Summary"includes"tests"conducted"by"the"following"

independent"test"labs"and"magaz ines:
• Test"labs:"AntiCMalware.ru,"AVC�omparatives,"AVCTest,"

Dennis"Technology"Labs,"MRG"Effitas,"NSS"Labs,"P�"
Security"Labs,"Tolly Group,"VB100

• Magazines:"�HIP"Online,"�omputerBild,"Micro"Hebdo,"
P�"Magaz ine,"P�World,"P�"Welt

• The"size"of"the"bubble"is"number"of"1st"places

© 2014 Kaspersky Lab ZAO. Al l  rights reserved. Registered 
trademarks and servicemarksaretheproperty of their



MATURE TECHNOLOGY WITH MILLIONS
OF THANKFUL USERS WORLDWIDE
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Leading bank in 
Ecuador, 

750,000 online 
user s covered

Fraud Prevention technology was introduced by Kaspersky Lab in 2011 
under the name of Safe Money
Safe Money used by 30+ mln endpoint users of Kaspersky Lab products



BEST ONLINE BANKING PROTECTION. NOW. 
AV-TEST INNOVATION AWARD 2013
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The security products produced by the company 
Kaspersky Lab have been standing out due 
to rapid and continuous improvements in their level of 
protection for many years. 
Kaspersky Lab was therefore recently presented with 
the AV-TEST INNOVATION AWARD 2013 in the 
category of Secure Online Transactions in recognition 
of its pioneering role in the pursuit of and battle against 
online criminals.

“

”



ATTACKING THE BANK VS. ATTACKING THE USER
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MODERN PROTECTION MECHANISMS USED BY BANKS
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SECURITYTIPS ON HUNGARIAN NETBANK SITES
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TOP+ADVICES+(it"can be"read on 7"Hungarian banks’"site)

C Be"aware of"phishing campaigns
C Use strong password
C Update"your antivirus database
C Security tips for using mobiles for online"banking

C Log"off from the netbank"site
C Do not use netbank"from a"public place
C Update"your OS"and"browser
C Remove the temporary internet"files of"your browser

C �heck your balance continuously"(!!)
C �heck the certificate of"the site.
C Install firewall for home use.



DO YOU THINK THIS IS ENOUGH?
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DO YOU THINK THIS IS ENOUGH?
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steal+any+bank+information+from+computers

cannot+be+visually+traced+and+is+thus+hard+to+detect

rootkit+technologies+as+selfHdefense

penetrate+computers+by+visit ing+infected+Internet+pages

8m+attacked+were+detected+globally
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PHISHING EXAMPLES
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PHISHING EXAMPLES
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PHISHING EXAMPLES
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ANDROID MALWARES

First malware in"2004

10,000,000+
Total numbers of"Android
malwares (Kaspersky"Lab)

120,000
Nem Android malware per"
months
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Source: Kaspersky Lab Security Network
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ANDROID BANKING MALWARES
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USER BANK

Kaspersky Fraud
Prevention Console

Kaspersky 
Fraud Prevention 
Clientless Engine

Kaspersky Fraud Prevention
Education Services

Kaspersky Fraud Prevention
for endpoints

Kaspersky Fraud Prevention SDK
Mobile SDK

Kaspersky Fraud Prevention
Management Services

Kaspersky Fraud Prevention 
Professional Services

Kaspersky Fraud prevention 
Intelligence Services

Services

ManagementUser protection

Kaspersky Security Network —
Global Security Intelligence

KASPERSKY FRAUD PREVENTION PLATFORM



1. USER PROTECTION  - ALL PLATFORMS COVERED
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KFP ON COMPUTERS
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Secure connection
SSL"certificate"check

Phishing+detection
Secure browser+(antiH
keylogging,+anti
screenshot)

Vulnerability scan



USABILITY
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C Installer of"the agent on netbank"sites

C Silent installer

C Browser"plugCin

C Automatic operation

C Boot"of"the machine

C Icon on desktop C>"NETBANK

C Browser"plugin detects protected netbank"site

C ThirdCparty AVs"supported

C Rebranding,"custom language



21 Mobi le World Congress 2013



WHY USE KFPFOR ENDPOINTS IF AN ANTIVIRUS 
SOLUTION IS ALREADY INSTALLED?
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Not all users install or update security software
Traditional AV is vulnerable to zero-day and targeted 
attacks
Kaspersky Fraud Prevention for Endpoints is 
compatible with most popular anti-malware solutions 
of other vendors 



PROTECTION ON MOBILES– SOFTWARE DEVELOPMENT KIT
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KFP
SDK

Web & 
Network

Protection

Self-
Defense

Anti Virus
(ODS)

Anti Virus
(OAS)

Secure 
Connection

URL Web Filter

Web Anti-Virus

URL Reputation

DNS Checker

Certificate 
Validation

Risk
Detection

Data
Protection

Secure SMS 
Banking

Secure Storage

Safe Input

Suspicious
Applications

Device 
Fingerprint

Wi-Fi Safety 
Analysis

Device
Configuration

Firmware 
Verification

Root /  Jailbreak
Detection

Device
Protection

SDK$which can be$used in$developing own netbanking$app



2. SERVERSIDE – CLIENTLESS ENGINE
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ARCHITECTURE
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Kaspersky 
Fraud Prevention 

Intelligence

Fraud AnalystClientless 
Engine

Business AppsHTTP Server Operator

JS Module

Legacy Anti-Fraud Solution

Client

Kaspersky Fraud Prevention for Endpoints

Security JS Module

HTTP/ S Requests



WHERE THE DATA COMES FROM
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Collects data on three different levels:
HTTP Server: http request and headers (for standard device 
fingerprinting)

Kaspersky JS Module:
• Transaction attributes (accounts, amount, date-time, comments/ reasons, …)
• Browser info (plugins & versions) – advanced device fingerprinting
• Structure of the user-facing Web page
• User Behavior Pattern —link chain, mouse & keyboard events

Kaspersky Fraud Prevention for Endpoints
• Protection status
• Presence of PUA apps (remote management software)
• Usage of physical mouse & keyboard (advanced user-behavior pattern)
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3. RELATED SERVICES
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SEPARATE OR COMBINED COMPONENTS
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MAJOR BENEFITS FOR BANKS
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Minimizes the number of security incidents due to targeted attacks 
against online banking users
Minimizes reputation risks 

Increases customer loyalty and awareness of threats
Provides competitive advantage
Motivates customers to use remote banking on different platforms: 
Windows, Mac OS X, Android, iOS

Improves compliance with legal regulations
Additional communication with clients
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„ Fraud+prevention+could+become+a+competitive+advantage+for+

institutions+moving"forward,"as"Infosys’"survey"found"that"83%+of"the"

respondents"said"they"would"switch"banks"if"they"were"offered"assurances"

regarding"the"safety"of"their"money"and"data."Fighting"fraud"isn’t"enough

anymore"for"banks�"the"customer"needs"to"know"what"the"bank"is"doing"to"

fight"fraud"and"be"involved"in"that"process.”



WHY KFP IS BETTER THAN COMPETITION
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IT secur ity industr y leadership – Eugene, CERTs, Interpol, 
GReAT

Unparalleled insight into local and global threats

Broad exper tise in all types of IT secur ity threats – not just 
threats to financial tr ansactions

Effective protection – across all types of users

Protection that can be tailored to individual needs



LET'S TALK?
Ferenc Vaspöri
fvaspori@newco.hu


